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XAKEPHbI

MpuBeT Apy3bs, Mbl XOTUM BaM HEMHOIO paccka3aTb O xakepax 1 6e3onacHoCcTu B
nHTepHeTe. PaHblUe XakepoM HasblBasin BbICOKOMNPOGhecCMoHanbHOro
KOMMbIOTEPHOIo creumnanncTa, KoTopblit HEO6bIYHbIM, HECTaHAAPTHbIM 06pa3oM
peLlan KOMMblOTEepPHble NPO6IEMBI.

CylwecTByeT ABa OCHOBHbIX onpeAeneHus:

Benble xakepsbl, Ha ceTeBoM crieHre White hat (aHrn.) — cneumanmcTbl N0 KOMMbIOTEPHOM
6e30nacHOCTH, KOTOPbLIN creumanu3npyeTcst Ha TECTUPOBaHUN 6€30MaCHOCTU KOMMBIOTEPHbIX
cucteMm. 6enble xakepbl ULLYT yS3BUMOCTM Ha OBPOBOMbHON OCHOBE MNW 3a NnaTy C Lerbio
nomoyb pa3paboTymkam caenatb MX NPoayKT 6onee 3almLLeHHbIM.

YepHble xakepbl, Ha cCeTeBOM crieHre Black hat (aHrn.) 370 cneuywanucTbl, KOTopble
BbISIBNAOT cnabble MecTa B KOMMbIOTEPHbLIX CUCTEMAX M UCMOMb3YIOT UX ANS Nony4YeHus
CBOEWN BbIroAbl, BO Bped B3NIOMaHHOW KOMMNbIOTEPHOW CUCTEME

Yem nosb3ytoTcs xakepbl? YTo OHM M3y4YatoT YTO6bl B31aMblBaTb HallM KOMMbIOTEPDbI?
PekoMeHpyeM Bam ToxXe U3yuynTb BKpaTLEe 3TU TEXHOIOMUK, YTOBbI Bbl MOr/IM 06€30MacuTb
cebs oT B3sIOMa.

1. YMeHune nporpamMmmmpoBaTb, XOTsl Gbl HA O4HOM MOMNYNSIPHOM Si3bIKE NPOrPaMMUPOBAHUSI.

2. 3HaHuA KoMnbloTepHbIX ceTen IPv4, IPv6, DHCP, NAT, noacetn, DNS, poytepbl n
kommyTaTopsbl, VLAN, ceteBasa mogenb OSI, ny6nnyHbin n nokanbHei IP, MAC agpeca,
ARP.

3. Linux n Wireshark

Xakepbl nobat Linux OS. MoxHo gaxe ckasatb, UTo Linux — camas nonynsipHas OC cpean
xakepoB. CyliecTByoLLme Ha Linux MHCTpyMeHTbI ANns B3rnoMa paspabartbiBanuch
crneynanbHO ANs Xakepos.

4. BupTtyanusaums
CyTb BUpTyanusaumu Ans Xxakepa B TOM, YTOObl TECTUpOBaTb CBOU MAEN C MOMOLLbIO
BMPTYyarbHOW BEPCUMN.

5. becnpoBoaHble TEXHONOMMN

Yawe Bcero BanambiBatoT cetn Wi-Fi. UTo6bl 3HaTh kak xakepbl atakytoT 6ecnpoBogHble
CeTU NNK 3NEKTPOHHbIE YCTPONCTBA, HY>KHO 3HaTb BCe uUX yHKUMW. [Ina aTtoro cnegyet
n3yunTb NpodeccuoHarnbHble anroputmel wndgposaHms WPA, WEP, WPA2, WPS un
handshake.

6. Basbl JaHHbIX 1 BEG-NPUNOXEHNS

Bnarogaps CYB[ MOXHO nonyy4nTb 4OCTYN Unv B3nomaTtb 6a3bl AaHHbIX. basbl AaHHbIX
npencTaenstoT cobon Habop AaHHbIX, XPAHALLMXCS HA KOMMNbIOTEPE, AOCTYM K KOTOPbIM
MO>XHO MOMY4YUTb pasHbIMK cnocobamu.


https://ru.wikipedia.org/wiki/WPA
https://ru.wikipedia.org/wiki/WEP
https://ru.wikipedia.org/wiki/Wi-Fi_Protected_Setup

A aTo nporpamMmmbl OAnd linux, KOTOPbIMU NOJNb3YHTCA XaKepbl:

1. nmap — CkaHep nmap Kak rnaBHbIA MHCTPYMEHT KMHO-XaKepOoB.

[aHHas nporpaMmma MernbKaeT NoYTK Bo BCeX ounbMax Npo Xakepos, Hanpumep: Matrix
Reloaded/maTpuua:nepesarpyska, Snowden/CHoyaeH, Dredd/cyabsa apenan,
Elysium/anu3anym-pan He Ha 3emne, Fantastic Four / ®aHTacTnueckas yetBepka, Who
Am I/ Kto 5, Bourne Ultimatum / YnbTumatym BopHa, Die Hard 4 / Kpenkui opeluek 4,

The Girl with the Dragon Tattoo / [leByluka ¢ TaTyMpoBKOM ApakoHa, Retaliation 2

IBpocok kobpbl 2, Abduction / lMoroHs

Mcnonb3yeTca ana nHtepHeT-pa3Beakun: onpeaeneHme obopynosanms, OC, CTpyKTypbl CETU.
Mo3BonsieT BbIABMATL OTKPLITbIE NOPTbI HA yAANEHHbIX KOMMNbIOTEPAX U ONpeaensiTh
Ha3BaHWSA CEPBUCOB N HOMepa Bepcuin. CUCTEMHbIM agMUHUCTPATOPOM MOXET
NCNonb30BaTbCA Ansi BbIABMEHNUSI CETEBbIX HEMOMNAAOK.

2. dsniff — BbITackmBaeT NOrMHbI 1 NAPONK
XOpoLo U3BECTHbIM MHOMMM cHUddep. OTnnyaeTca NPoCcTOTON: 3anycTun v nonyyam cebe
naponun, KOTopble BBOAAT Ha cavTax ApYyrne YneHbl rokanbHOW CeTu.

3. httpry — nepexsaTtbiBaeT BBeAEHHbIE HA canTax naponu
Ewe oguH cHnddep, Ho co cneunanmaaumen Tonbko Ha HTTP-Tpadmke. CobupaeTt agpeca
NOCeLLEHHbIX CTPaHuULbl, NOMMHbI U Naposw.

4. iptraf — kTO CKONMLKO Hacnaen B UHTEpPHETE YYeT ceTeBoro Tpaduka.

Mporpamma obsizaTenbHa Ans TeX Nonb3oBaTeNen, KOTopble BbIXOAAT B CETb Yepes
MobunbHbIe ceTu ¢ noMmerabanTHom Tapudurkaumen. iptraf nokasbiBaeT 06bEMbI BXOASALLETO
N ucxogsilero Tpaduka, a TaKke CpeaHIol CKOPOCTbL COEANHEHNS.

5. mysgql-sniffer — nepexsatbiBaeT 3anpockl K MySQL 1 oTBeThI
He3ameHUMbIN MHCTPYMEHT AN web-pa3spaboTyumka. Nporpamma pukcupyeT Bce
obpaLleHus Kk nokanbHoMy cepsepy MySQL.

6. ngrep — NOUCK B CETEBOM NOTOKE
Kak grep, Tonbko ansi ceteBoro Tpaduka. MoxHo, NpoBepsThb, Kyaa yTekalT Balln
nepcoHarnbHble JaHHble

7. pOf — geTtekTop onepaunoHHbIX cUcTEM

lMo3BonseT naccMBHO onpenenaTe TMN 06opyaoBaHUA 1 YCTAHOBIIEHHbIE ONEpPaLMOHHbIE
CUCTEMbI HA MalLMHaX. ATakyloLWMin He BbldacT cebsi 1 dhakT pa3Beaky He nonageT B
XypHarnbl.

8. snort — cuctema oGHapyXeHUsa BTOPXKEHUIA

Cunctema obHapyxeHus ceTeBbIX BTOPXEHUN. BbISBUT 1 AeTanbHO 3anpoTOKONMpyeT BCe
ceTeBble aTaku Ha Bawl pabounin KomnbtoTep unm cepsep. KTo atakosan, koraa, otkyaa,
Kakue nopTbl, C KAKUM pe3ynbTaTtoM 1 T.4.



9. tcpdump — 3axBaT ceTeBOro Tpaduka

3anucbiBaeT Becb Tpaduk B yHnBepcanbHom dpopmate PCAP ons ganbHenLwero nayyeHus.
Hanpumep, MoxHO 3anucaTb Tpadumk ny6nmyHon cetn Wi-Fi n goma nsyumTb 3anucaHHoe ¢
nomoLlbto Wireshark.

10. iftop — Npon3BoANTENBHOCTbL CETEBOW MOACUCTEMBI
MOHUTOPWHI NPOM3BOAUTENBHOCTUN CETEBOW NOACUCTEMbI. TOPMO3NT MHTEPHET? [poBepbTe
Ansa Havana iftop — moxeT 6aHanbHO He TAHET ceTeBOM aganTep.

11. netstat — uto npoucxoauT? MNokasbiBaeT OTKPbITbIE CETEBbIE MOPThI U
NOAKMIOYUBLLNXCS K HAM KNMEHTOB. [lepnoanyeckn nonesHo 3anyckatb Ha cepBepax Ans
NPOBEPKMK, HE NPOTPOSHUNN NI KOMMbLIOTEP.

12. netcat — yHuBepcarnbHbIN CETEBON MHCTPYMEHT

HawvkpyTeinwas nporpamma, No3BonstoLas OTKpbIBaTb COKETbI M NPUBA3bIBATb UX K
KoMaHgHoum cTpoke. Hanpumep, MOXHO cBs3aTtb bash ¢ ogHMM 13 NOpTOB K NONY4YnUTb
npocrenilee CpPeacTBO yaaneHHOro agMUHUCTPUPOBAHMS.

13. dhcpdump — nony4eHne gaHHbIX O JIOKaNIbHOW CEeTU

Mporpamma npegocTaBnsieT MHPOPMaLMIO O LUMPOKOBELLATENbHbIX NakeTax oT
DHCP-cepBepa, paboTatoLero B Ballen fokanbHon cetu. Ha ocHoBe cobpaHHbIX OaHHbIX
MO>XHO Nerko BbISICHUTbL aapec wito3a, DNS-cepsepa v nHyto nHgopmauuio ewle 4o
NOAKITHOYEHWSI.

HeKOTopre XakKepbl pa60Ta+0T B OANHO4KY. 970 KacaeTcs Kak TeX, KTO B3/1aMblBaeT CUCTEMbI U
3aHnMaeTcA Kpa>Ke|7| I/IHCI)OpMaLI,I/IVI, TaK U TeX, KTO CaMOCTOATENIbHO NULLET 3/10BpeHble
nporpamMmbl. prnnMpOBKa XaKepoB yaendarT MHOro BHUMaHUA HanncaHuo BUPYCOB UN UX
MoAepHu3auunun. 3a nocnegHne HECKOSIbKO NIET YNCNO rPynnMpoBOK YBENTUYNIIOCDH, TaK Xe KaK
KOJIN4EeCTBO B3JIOMOB U KpaXX.

KTo MoXeT cTaTb XXepTBoW xakepa? - OTBeT - nto60oi U3 Hac! J1to6oi KOMMNbIOTEP UMEIOLLINIA
BbIXO[, B UHTEPHET - MOXET CTaTb yA3BUMbIM. [lyMaTb 4YTO Ball CTapeHbKUX AOMaLLHUI
KOMIMbKOTEP HUKOMY HE MHTEPECEH - He NpaBWJIbHO. Bcerga nomMHMTe 0 6€30NacHOCTU B CETHU:

-He BblkNagbiBaiiTe CBOM NAcnopTHble AaHHbIE B CETH

-He BbIkNagbiBaiTe AaHHble CBOMX 6aHKOBCKMX KapT

-CTaBbTe C/IOXHble NaposiM Ha CBOW TenledOHbl, KOMMbIOTEPbI U aKKayHTbl B COL, CETAX
-CBOM NMYHbIE U BaXKHble Qaitfibl KOTOpbIe Bbl XpaHUTE Ha KOMMbIOTEPE - XpaHUTE B
3anaponeHHbIX zip apxuBax

-NIOMHUTE YTO YeM CoXKHee 1 AJIMHHee Ball Naposib - TEM CloXHee 6yAeT ero B3fioMatb

Ha Halumx 3aHATUAX - Mbl HAYYMM Bac Kak MOXXHO 06e30MacuTb Ballu NPOEKTbI K cepBepa.
Yaauv gpysbs 1 Bcerga NnoMHUTE 0 6€30MacHOCTU B UHTEpHeTE!
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dmaqlomdgoom, dgoMaslim 39amdmgdm! agobws dmaoyggm 39396900l @s 0bggMbgegdo @azgols Tglobagd.
Sy 3539090l 9dobebgb dsmsm 339emogo30MH9d7en 3md307g9ce Ldg0omoligls, Hmdgemags 1hgggem,
M ligobrsMgnemo dgomeon dggdmm 3mI3onegigcmo IHmOmgools sedmabgmes.

3Mlsgdmodls Mo doMomowo a563Mggds:

0900 35396900, Jigern® bengbadg White hat (oby.) - 3m3307g96meo 7lsdmmbmgools
L3g00woliggdo, HmIgegdog Ldg00@odomMgdnmbo sMosh 3md3onegirgco Loliggdgools glogmmbmgools
©sg9ig989. Mg 3539Mgd0 9d909b Liylig F9Mgomgols 3gmoeo bgdols Logndggendg ob gamowo
xomembngols, ©939@m3gmgdls gbdomMgoosb dsmo IHmeydisool HlogMmmbmgools wsigols Jodbom.

330 39396900, Juganyd Lengbadyg Black hat (obg.) - L3gioom@oliggdo, Hmdmgdog dogammdgh Lyl
V9mgoegols 303307890 Loliggdgddo @s dolo Bosbols Joygbgdols ogydggmdg dmmemodgb magosbom
dmgqgosls.

Mols bammdgh 353969007 Mals 04969096 0dolimgols, HMI aoggbmb Bggbo 3m3o7e9Mgd0? mdgqb(s
80Mhggm dmgemge dgolifogmmm gls ggdbmmmaongdo, 0dologols, Hmad dgdemom Esosg9m Mogo
a989bg0lasb.

1. IOmaadomMgools 3mebs, 9 JMIN@eM@ a3Mmamadgdols 96589 3o0bys.

2. 3m3307g9tgeo Jlgengdols smwbs IPv4, IPv6, DHCP, NAT, d39dugwo, DNS, Gmrggdgoo @
3mFgogmmgoo, VLAN, OSI Jugergdo Imegemo, boxsdm wo amzswymo IP, MAC dolsdstmgdo,
ARP.

3. Linux n Wireshark
3539690 9y396m Linux OS. 990dwagds godgem, Hmd Linux - 4ggmasdg dmIgemsmnwo
m39Mo30geo Loliggdas 3s39Mgdls dmmols.

4. 3000890035300
300 g10@0dss00ls st lso 30536}360150)301} stols 3omo 0©g900ls ggligoMgds goMegrocmo ggmbools
obdomgoom.

5. 9loegbm ggdbmemmaongdo

y39sdy bdomow ggbaggb Wi-Fi. 0dolmgols, Hmd gsog0amo Bmgmd 169396 39390900 lowgbm
Jugegdls 9b gengde®mbren dmfymdommmdgols, kogomms gomegm dsmo yggens g9bds0g00.
sdolomgols 9bws dgg0Lfsgemmm IHmggliombacydo @sdogmgols scamMomdgdo WPA, WEP,
WPA2, WPS s handshake.

6. dmbs399ms 038900 @ 390-93e20 359(309%0.


https://ru.wikipedia.org/wiki/WPA
https://ru.wikipedia.org/wiki/WEP
https://ru.wikipedia.org/wiki/Wi-Fi_Protected_Setup

dmbos39dms 058900l Jsmgols Lolsggdols Fyosmmdom dgodemgds Jogowmo fgemds sb gogggbmo
mbs(39905 058900. dmbs(39dms 088900 Fg0(30896 Amd393900ls 3Pgdels, HMIgeos 0bobgos
333078989, HMIGenmsbs(s [gemds d90dwgos dogoemm kbgowslbgs adgoom.

9L go linux-ols 3Mma 39000, HMAgdlssg 04gbgdgh 3 39M9d0:

1. nmap L3sbgmo — gls stols 30bm-35 390900l Inagosto oblsgMgdgbego

9l 3Bmads a3bgegds momddols yggms gowddo Laws 9M0sb 3o39M9d0, dsgsmomae: Matrix
Reloaded/3sgogs: gorsggodmgs, Snowden/lbmyegbo, Dredd/dmlisdsmomy egeo,
Elysium/gemo8o330, Fantastic Four / gsbgsligogto mmbggemo, Who Am I/ gob go6 39, Bourne
Ultimatum / dmMbols jeng0dsg330, Die Hard 4 / 3963980 3935o 4, The Girl with the Dragon
Tattoo / gmambs eMsgmbols gsgamo, Retaliation 2 /G.1. Joe: 33Molidogds, Abduction / ©ggbs
899dmoygbgos 0bggmbgg ©sdg9Mg0lmgols: dmfymdommdgools, m3gMoiogemo bolggdols, Jlgeols
Lg®deamols 59mbmdolimgols. agodemggls Lodomgodsls @sdmmgone 3md307ggMdg sdmgosbmo @os
3900 ©d 435dg3ls Lodyogosls sdmgobmm Lgmgoliols Lobgmo ws ggdliools bemdgmo.
Loliggdnmo sedoboligMogmmoliasb dgodwmqgds asdmygbganeo oymls, Hmamm; Jlgeydo

8979950 mOmd0ls Jodogdeno.

2. dsniff — dmagdsls cmaobo @s Jsmeo

yggeslimgols 30Mase bmodomo Lboggmo. asblibgogmgos Lodosmgogom: ao7dgo o Joowg smegdo,
HmIgdo; 993yogm Loogdyg wmowmo Jlgmols bgs (ggm90L.

3. httpry — 039l Loogqd8g dgygoboen Jsmmenls

3093 9mo Lboggmo, JsaMsd Ibmeoe HTTP-gmMsogo ol L3gosmodomgdom. sgmmggols
dmbsbemgdnmo a39Megools JolsdsMmmgdls, emaobgdls @s JoMmegols.

4. iptraf — 30b ©53wgbo bobo oxws 0bggMbgedo, Juigerymo gMogo ols saMobgs.

57(30€2909e0 IOHMaMOds 0dsmmgols, gobs dgeols Jigendo ImdowMorsb 39asds0g7M0
909035930000 iptraf gsdmliobagls dgdmliga @o golige gMagosl, sliggg @sgogdomgdols Ledocmm
Lohgomgls.

5. mysql-sniffer — oggml MySQL 300bgqdls @s d61dsabgdgols

390-©939@m3gmolimgols 973390 0bligMdgbgo. dMmamsds sgodliomgols gges dodsmmgols
MySQL-ols com g g@ggdmab.

6. ngrep — dogds gy cobgdsedo

Hmamig grep, membe Jigomgmo gMogo jolomgols. d90deqgos dgodmdmm bow dowols mgggbo

39 lmbocrgmo dmbas99900.

7. pOf — m3gMson@o Loliggdgdols @gegdemdo

00900 Lodgoegosls 3slogmee asbglisdegtmm Imfymdocmmools godo w@s dsbgobgddy
©50bligomoMmgdemo m3gMoogmo Lolggdgde. 399ggg0 oM asdmbbrgds @d ©sdggMagols Bodgo oM
a0dmoliobgos gy@mboendo.

8. snort — 993madmols s@dmdhgbo Liolsggds

Jugegmo d9dmdmols 50dmIhgbo Loliggds. s@dmahgbls @d ©EIIMIE ©SSIMMEM JMwgdls mgqb
39307989089 ob LgMggmMBg yggems Jugegm dgdmeggels. gob Igdmaogosm, Hmeols, loowsb,
HmammMo JoMgo, Hmamdo dgegaom s 5.0.

9. tepdump — Jlgergmo gMogogols gowadgms

o9l domgen gMog03l bogmlocrnd PCAP gmmdsgdo dmdsgowmo dqlffsgemolimgols. dsgsmomsw,
3903905 Baglgmmo Laxsmm Wi-Fi dlgenols g@ogozo @s bobendo Wireshark-ols Lodgeamgdoo
d930L7ogema hofgMowo.

10. iftop — JLgenols gggloliggdgmo Fomdoemds



Jugeols 3gloliggdamo Fomdswmdols Imbogmmobgo. 0bggMbggo oagbﬁ)ﬂﬁbb? @slsfyolologols
3993m3qm iftop - dgodengds JlgergMo swadgmmo g9 Jobogwqls.

11. netstat — o begds? a30h39690L gobliboen Jlgay® 3mMegdl ©s Jsmmab @s355d0Mgden
3209bggodls. 3gMomegmor Loliomagomms aondgom Lighggddyg dglisdm{jdgomaw, bmd oM
Q35gMM0sbgls 3md3orggdo.

12. netcat — 7jboggmlocrymo Jlgenydo obligMdgbgo

1098Mglo IOHMaMSds, HMIgeog 4g5deggls Lodxomgosls aogblibom bimggegdo ©d 4owsgsdsm olsobo
0Mdabgools ggenls. Jogswmomor, dgodmgds asesegs0sm bash-o gHom-9mo Inmegls @s Jogoamm
odmMgdgemo sw@doboligMomgools Lodnowmgds.

13. dhepdump — cmocym Jlgendg dmbs;93900ls domgds

IOmamads agofgeols 0bgmmdsosls gammmgorsgdols 383989089 DHCP-Lgmggmoligsb, mmdgwmoays
3935mdls Bggb comgocyd Jlgmdy. Imadmgowo 0bgm®Isools dg0demgos srgomor asgogmm
8ol Jolsdstmo, DNS-Lighggdo s Lbgs 0bgmmdsios 0dsdwyg, Labsed Bsggmmaggdoo.

Bmgo 353900 F9domdls Jomgm. gls gbgds Bmamts 035l 30bs ggbogls Loliggdals @s 0dsmagls 0bgmmdsgosls,
sligg9 o0 30b(5 oI 30 dmor T9mls 536 IMHMamadgdls. 3539M900l xaq50 o MM 70dmdgb
306lsols ofgmels 9b oo ImegMbodssosls. dmmm MM oxa 189090l MOMEYbmos gs0dsmws, oliggy
Hmamm 84569bgols @ dm3smgols Hommgbmds.

30b 9g0degds aobwgls 3539900l AsbggmIecmo? - Jslsgbo: bgdolidogmo Bggbasbo! bgdolsdogmo
3M330789M0 HMdgenlsi 9dgls 3ogdoMo 0bggmbggmab - d90dmgds sbegls @s339@o. gogdto 0bsdy,
™3 0gggbo dggmo Lobmols 3mI3ogMggo sMogols o s0bggmgligols - sMolfmmos. ymggemmgols
aoblimgego Jugemdo glogdobmgds:

-67 993946900 0g39b oM@ dmbs;39990ls Jlgendo

-6 99394b9000 Liod5b gm sbgomodols dmbazgdgols

~©39©M M017)@0 J5Mmeo mdg9b ggw@gambls, 3md309g9Mls @o 5gdobols lmioscy® Jugemdo
03960 JoMo@neo ©s 360dgbgemmgobo googdo, HMImgolsi 3madoyemmBy 0bsbogo - dgobsbgm
Jomme0sb Zip stdogdo

-a0blimgego, HM3 Hocs(; 36Om 4Mdgemo ©s Moo 35Mmeo aorggo - Joo Jamm dbgemos dolo
3969b39

bg9b 8533901009089 0dggb olfogemom, org Hmam® 186xbggemymo mgggbo dMmgdggdols @ kgmggmols
Lsammnbmgos.

[o635¢909%0, IgamdEgdm ws ymggemmgols asblimgmgo obggmbgedo lsgmmbmgdols dgliabgo!



ENGLISH

HACKERS

Hello friends, we want to tell you a little about hackers and security on the Internet.
Previously, a hacker was called a highly professional computer specialist who in an unusual,
non-standard way solved computer problems.

There are two main definitions:

White hackers, on network slang White hat (engl.) - computer security specialists who specialize
in computer system security testing. White hackers are looking for vulnerabilities on a voluntary
basis or for a fee in order to help developers make their product more secure.

Black hackers, on network slang Black hat (engl.) - these are specialists who identify
weaknesses in computer systems and use them to get their benefit, to the detriment of a

hacked computer system



What do hackers use? What are they learning to hack our computers? We recommend that you
also study in brief these technologies so that you can protect yourself from hacking.

1. The ability to program in at least one popular programming language.

2. knowledge of computer networks IPv4, IPv6, DHCP, NAT, subnets, DNS, routers and
switches, VLAN, OSI network model, public and local IP, MAC addresses, ARP.

3. Linux and Wireshark
Hackers love Linux OS. You could even say that Linux is the most popular OS among
hackers. The existing hacking tools on Linux were developed specifically for hackers.

4. Virtualization
The essence of virtualization for a hacker is to test your ideas using a virtual version.

5. Wireless technology

Most often hack Wi-Fi networks. To know how hackers attack wireless networks or electronic
devices, you need to know all their functions. To do this, you should study the professional
encryption algorithms for WPA, WEP, WPA2, WPS, and a handshake.

6. Databases and Web Applications
Thanks to the DBMS, you can access or hack databases. Databases are a set of data stored
on a computer that can be accessed in various ways.

These are the linux programs used by hackers:

1. nmap — Nmap scanner as the main tool for movie hackers.
This program flashes in almost all films about hackers, for example: Matrix Reloaded,
Snowden, Dredd, Elysium, Fantastic Fou, Who Am |, Bourne Ultimatum, Die Hard 4,

The Girl with the Dragon Tattoo, Retaliation 2, Abduction



Used for Internet intelligence: definition of equipment, OS, network structure. Allows you to
identify open ports on remote computers and determine the names of services and version
numbers. The system administrator can use it to troubleshoot network problems.

2. dsniff — pulls out logins and passwords
Well known to many people sniffer. Differs in simplicity: you can launch it and get yourself
passwords that other members of the local network enter on the sites.

3. httpry — intercepts passwords entered on sites
Another sniffer, but with specialization only on HTTP traffic. Collects addresses of visited
pages, logins and passwords.

4. iptraf — how many time who spent on the Internet. Accounting for network traffic.

The program is required for those users who access the network via mobile networks with
megabyte charging. iptraf shows the amount of incoming and outgoing traffic, as well as the
average connection speed.

5. mysgql-sniffer — intercepts requests to MySQL and responses
An indispensable tool for web developer. The program records all calls to the local MySQL
server.

6. ngrep — search in the network stream
Like grep, only for network traffic. You can check where your personal data is leaking.

7. p0f — operating system detector

Allows you to passively determine the type of equipment and installed operating systems on
machines. The attacker will not reveal himself and the fact of intelligence will not fall into the
logs.

8. snort — intrusion detection system
Network intrusion detection system. Identify and record in detail all network attacks on your
work computer or server. Who attacked, when, from where, what ports, with what result, etc.



9. tecpdump — network traffic capture

Records all traffic in universal PCAP format for further study. For example, you can record
the traffic of a public Wi-Fi network and at home examine the recorded using Wireshark.

10. iftop — network subsystem performance

Monitoring the performance of the network subsystem. Do you have braken Internet? Check
at the start iftop - it may be trite weak work of the network adapter.

11. netstat — what's happening? Shows open network ports and clients connected to them.
Periodically it is useful to run on servers to check if the computer has not been infected by
trojan.

12. netcat — universal network tool

The coolest program that allows you to open sockets and bind them to the command line.
For example, you can associate bash with one of the ports and get the simplest remote
administration tool.

13. dhepdump — local network data retrieval

The program provides information about broadcast packets from a DHCP server running on
your local network. On the basis of the collected data, you can easily find out the gateway
address, DNS server and other information before connecting.

Some hackers work alone. This applies to both those who hack into the system and is engaged
in the theft of information, as well as those who independently write malicious programs.
Grouping hackers pay a lot of attention to writing viruses or upgrading them. Over the past few
years, the number of groupings has increased, as well as the number of burglaries and thefts.

Who can fall victim to a hacker? - The answer is any of us! Any computer with Internet access
may become vulnerable. To think that your old home computer is not interesting to anyone is not
correct. Always remember about network security:

-Do not post your passport data online

-Do not post your bank card details

-Set complex passwords on your phones, computers and accounts in social networks
-Your personal and important files that you store on your computer - store in
zip-password-protected archives

-Remember that the harder and longer your password is, the harder it will be to crack
In our classes - we will teach you how to secure your projects and servers.

Good luck friends and always remember about the safety in the Internet!



