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Cambin nobumbin AMCTpUOYTUB linux - cpean xakepoB u cneuuanucTax
TECTUPYHOLMNX CETU Ha Be3onacHoOCTb

MpuBeT Apy3bs, cerogHss Mbl XOTUM BaM pacckasaTtb 0 linux. BHavyane ata cuctema moxeTt
nokasaTbCsi YeM-TO CMOXHbIM U HEAOCTYNHLIM Ans NoHUMaHus. OgHako, 6onNbLUMHCTBO U3
Hac CcTanknBaeTCsi C HeW exxeHeBHO, He 3HasA 06 aToMm.

Linux — onepaumoHHas cuctema, Sapo KOTOPOW pacnpocTpaHsaeTcsa Ha 6ecnnaTHoM
ocHoBe. OHa CoCTouT 13 fgapa cucTembl U Habopa HebomnbLUMX Nporpamm,
B3aMMOJENCTBYOLMX C 3TUM S4poM. Ha 6ase aToro sapa nocTpoeHa onepaumoHHas
cuctema Android.

Ecnu y Bac ectb ycTponcTtBo Ha 6a3e Android, TO Bbl y>Ke OTHOCUTECH K MNONb30BaTENAM
Linux. OnepaunoHHas cuctema, KOHe4YHo, Apyrasi, Ho cobpaHa oHa Ha OCHOBE BCE TOro Xe
agpa.

Ha ocHoBe 3Toro siapa co3gaHo MHOMO KNaccHbIX AUCTpUOYTUBOB Linux. M Mbl pacckaxem o
caMblIX MONYNSAPHbIX U MHTEPECHBIX.

Takke nokynka KoMnbloTepa ¢ NpeaycTaHoBMeHHbIM Linux'oM — OoTnMYHasi BO3MOXHOCTb
MONYy4YNTb HAAEXHYI0 CUCTEMY 3aLLUMLLEHHYIO OT BUPYCOB U COKOHOMUTb.

HayHeM Mbl ¢ AUCTPUOYTMBA KOTOPbIV NMHOBST Xakepbl - 3@ OrPOMHOE KONMYECTBO NporpaMm
AN B37IoMa U noucka ysisBUMOCTeN

1. KALI LINUX - MNpegHa3HaveH ans NnpoBeAeHNs TeCTOB Ha 6e30MacHOCTb.
Kali Linux nmeet 6onee 600 npeayCcTaHOBMEHHbIX NPOrpaMm TECTMPOBaHUS
NPOHNKHOBEHUS, B TOM vncrie Armitage (rpadpuyecknin UHCTPYMEHT
ynpasneHunsa knbep-atakon), nmap (ckaHep noptoB), Wireshark (aHanmnsatop
Tpadmka), Banomwiuk naponein John the Ripper, Aircrack-ng (nporpamMmMHbIi
nakeT ans TecTupoBaHnsa 6ecnpoBOgHbIX NTOKaNbHbIX ceTen), Burp Suite n
ckaHep 6esonacHocTu Beb-npunoxennn OWASP ZAP n mHorve gpyrue.



Deepin - aT0 AUCTPUBYTUB LiNnUX, OCHOBAHHLIMA Ha NOMYNSPHON cucTeme
Debian. TBopeHue kutanckux paspaboTymkoB cTouT nonpoboBaTtb XOTs Obl
n3-3a yaobHoro Habopa codpta 1 NPoCTOoro, MOHATHOrO BHELLHEro B1uaa
PabGouero ctona. Deepin HEBEPOATHO KpacUBbLIA N COBPEMEHHbIN
ancTpmnbyTtus

UBUNTU - Jlyywunn guctpmbyTme ons goma. Takke cumtaeTcs nydwlemn
CUCTEMOW ANSt HOBUYKOB, HA HEE ouYeHb Nnerko nepentn ¢ Windows n MacOS
YcTaHoBKka nporpaMm 1 NakeToB NpeneribHo npocTa: 6a3oBoe 3HAKOMCTBO —
1 Bbl HE NOYYBCTBYETE HeyaobcTB. [ns pa3paboTynkoB 1 NporpaMmmMmcTOB
ubuntu npuenekatenbHa cTabUNbHOCTLIO U HAOEXHOCTHIO.

LINUX MINT - Takke OTNMYHBIA U KpacuBbin linux anctpubytme ans
HOBMYKOB B linux.

Linux Mint noctaensieTcst ¢ COGCTBEHHBLIM OKpY)XeHnem Cinnamon, KoTopoe
oonbwe noxoxe Ha Windows - yem Gnome. 3gecb ecTb rnaBHOE MEH!IO,
HWKHSASA NaHesb C OKHaMK 1 TPEEM, TaKKe MOXHO A06aBNATb BUAXKETLI HA
pabouni cTon 1 cosgasaTh SpPMbikK, BCe 3TO paboTtaeT 6€3 ONONHUTENbHbIX
HacTpoek. Ewe oguH nntoc Mint ans HOBMYKOB B TOM YTO MHOrMe gpaneepa
NMOCTaBNATCA B CUCTEME MO YMONYAHUIO N HE TPeOYHOT AOMNOMHUTENBHOM
YCTaHOBKW.

ELEMENTARY OS - ocHoBaHa Ha Ubuntu n paspabaTkiBaeTca ¢
COOCTBEHHbIM OKpYXeHnem paboyero ctona Phanteon, koTopoe o4eHb
noxoxe Ha MacOS X. 3To okpyxeHne ocHoBaHO Ha Gnhome 3, HO B HEM YXe,
MO YMOSYaHUIO eCTb BCE HEOOXOAMMbIE HACTPOMKK, NPO3PAYHOCTb, BHELLHWIA
BWA OKOH, NnayH4yep NpuroxXeHu.

DEBIAN - CAMbI/ CTABUIBbHbLIN ONCTPUBYTWB ans cepsepa. Cambim
cTabunbHbIM AMCTPUBYTMBOM MO NpaBy Ha3biBaeTcs Debian, ero
ochmumanbHble peno3nTopum cogepXar cTapble BepCcumn nporpamm, Kotopble
ye 6blNM XOPOLLO NPOTECTMPOBAaHbI U BCe OLWNOKM B HUX OABHO
ncrnpasneHbl. OTOT AUCTPUOYTKB - O4EHb PACMPOCTPaHEH B KAYeCTBe
ancTpubyTtnea ansa cepsepa. M 6onbLUMHCTBO CEPBEPOB B MHTEPHETE -
paboTaloT MMeHHO Ha debian

LUBUNTU Crapbiin 1 cnabbii komnbioTep nocTaBbTe TyAa- U Bbl ByaeTe
MPUATHO yAUBIIEHbI CKOPOCTbIO ero paboThbi!

3apayva nerkoBecHbIX ANCTPUOYTUBOB - AATb XU3Hb CTapoMy 060pYyAOBaHUIO.
Ho aTo0 He 3HauuT, 4YTO Takne AMCTPUBYTMBbLI AOIMKHBI UCMONb30BaTb TOMLKO
Ha apeBHeMm obopyaoBaHun. Ecnv ona Bac oveHb BaxHa CKOpPOCTb paboThl
CUCTEeMbI, Bbl MOXeTe BblOpaTh NerkoBecHbln gucTpmubytms Ans
COBPEMEHHOro KoMrbloTepa.

MANJARO - HABMPAIOLM MOMNYNAPHOCTb OANCTPUBYTUB



3a nocneaHunt rog no cratuctuke Distrowatch odeHb OonbLuon
nonynsapHocT Habpan guctpmbytne Manjaro. AToT ANCTPUBYTMB OCHOBaH Ha
ArchLinux, HO B OTnM4mMe OT CBOEro poauTens, 30ecb eCTb OT/INYHbLIN
rpacpnyeckmii yCTaHOBLLMK, MOCNE YCTAHOBKW Bbl MOSyYaeTe MNOSIHOLEHHYHO
onepawmMoHHY0 CUCTEMY, FTOTOBYHO K paboTe C yCTaHOBMEHHbLIM OKPYXXEHNEM
pabouero crtona.

OTO TONbKO ManeHbKas 4acTb AMCTPUOYTMBOB, ecnu ByaeT MHTEPECHO TO B CrieaytoLlen pas
Mbl pacckaxxem Bam O linux gnctpmbyTmeax gnst O4eHb CTapbIX U crnabbiX KOMMNbIOTEPOB,
KOTOPbIM MOXHO MOAApUTb BTOPYIO XM3Hb. Linux- 3TO NnoTpacalowmnin Mup HOBbIX
WHTEPECHLIX BO3MOXHOCTEN, GecnnaTHbli, cynep 6e3onacHbIn, UMELWMIA MHOXECTBO
HacTpoek. Yaaum apy3bs, nognucbiBanTeCh Ha Hac, a Mbl byaem v ganblie pagosatb Bac
WHTEPECHOM N NOSIE3HON MHGOPMaLMEN.



linux-ols gggemsedg Lsygomgmo wolsgMod3eogo - boggmgdols s Jgmols JhogBmbmgdols gglsgotgools
li3g309mgliggdolimgols.

dmaglig@dgoom, dgomgslim Igamdmgdm! eagls Bg9b dmgoyggdom Linux-8g. megorsb gls Lolsggds
d90deg05 Imaghggbmm Horgemo s ao9a905M0. 0rgd;so, §3gg9lio hggbaobo dgodwmgds dgbgrgls dols
@S 3965 dobgrgls S3sks.

Linux — m3g®siogemo boliggds, Hmdwmols dommgo g639@egds mose ggslme. ogo dgeagds
Loliggdols doMmgoliash @s 3ogoms IMmamsdgdols 3Mgdemoligsb, HmIcgdo HMom0gHnddgegdsdo
3056 59 d0MMgmsb. 99 dommgols Loggdggmdy 0dbs sg9d7emo Android-ols m3gMogon@o Loliggds.
or) ®d396 8530 Imfymdomds, MHmIgmoag oMols Android-ols 558537, 35d0b mdggb 1339
9093703069000 Linux-ols 3mdbdamgdemgools xa1als. B mdds 7bes m3gMogonmo Loliggds ligen
Lbgss, dogMsd sa9d7e0s ogo olsgg 0g0gg doMmgdy.

03 domgols a53mygbgdom odbs Jgddbowo Linux-ols 39360 dogsmo wolig@odygogo. Aggb 3o
dm0yggd00 yg9eodg Loobggmglim ©s dmImamemgody.

sliggg gmd307egMols yorgs, Hm3gendy(s 1339 Mol @dygbgdamo Linux-o - 33396090
J9ls6d@9demdss Jooamm 3o lgooliash @og@o skoliggds @s ass 3gmmm g3mbmdos.
©5307ymm @oligModygog00, MHMIGos 9Yg9M0 3539090l - IMmamsdgools oo Momwgbmdols
a09dm, BHmdgmo(g gbdoMgdsm Loligligols dmdgobodo s asggbgsdo.

1. KALI LINUX - 5d3ls mglsdmmbmgdols ggligomgdols Bslsgomgdols @sbodbyengds.
Kali Linux gsohbos 600 woygbgdgemo dgafiggols ggligomgoolmgols 3Hmamsedgoon, dom
Imolvs Armitage (30d9M-39g930l aMogozamo 0bligm3dgbgo) NMap (3mmggools
li3o690), Wireshark (gmogojols sbseodagmo), 3stmagdols dggbago John the Ripper,
Aircrack-ng (3mmamaedgmo 393960 Hlorgbm cmmswymo Jlgagdols gglgomgdolomgols),
Burp Suite s ggo-93o3o;0900l glsddmbmgdols b 306900 OWASP ZAP ©s 3Msgewo
Lbgo.

2. Deepin - gls omols Linux-ols @olsg®odygog0, @esmligdnmo dmdagmsmye Debian-ols
Loliggdady. dmbgdbgogmo bmggols bs3Mg00 o JoMommm, aslvagdo asmgabmdols
@qlsggm3ols a59m oMl 453mgoggbmm Bobgmo @gg9emm3gmgdols §dboengos. Deepin dowosb
59580 ©d M9bsdgeMmgy woligModyggos.

3. UBUNTU - Loyz909bm @olgmodggogo babamolimgols. sliggg bogggmglem Loliggds
sbamdggdolimgols, Jslidg aowsliges doosh segoemos Windows-oesb @s MacOS-owsb
3OmaMdgo0ls @5 35398900l 0bLgOS(300 doe0ob S©g0m0s: Lvdsdm ad(3bmds ©d Mmd3z9b
3906 0aMdbmdm bgMbemdsls. ®g39m3gMgoolmgols s 3Mmamedoliggdolimgols ubuntu
stols 0dBoeggemo mogolio igsdowMmdom ws Lvodgemmdon.

4. LINUX MINT - sliggg @e3s80 @s 3038oeggemo linux-ol @oligModngogos sbomdgegdoliogols.
Linux Mint 30g{megds megolio Cinnamon gsmgdmigom, Gmdgmogs ga6mm Fosgagls
Windows gowmg Gnome. s stols dmagotmo d9bo7), 5obxmgd0sbo dgq 3obgeno, sliggg
3900900 ©gls3em3Bg ©53939gMM g0xgEYO0 @S 03M0Yo, ymggwog gls Fxdomols @sdsgoomo
Imdommgols gom9d. 30@gg gmo Mint-ols 3enoglio sboemdgegdolimgols olss, HmI
©M5039M900ls 9d969Lmds ygbegds Loliggdsdo hydsmmdom s s glisdoMmgds @sdsggdomo
0bligomagos.



5. ELEMENTARY OS - @ssmligdgenos Ubuntu-8g @s 0gdbgds Ls ggmemo eglzgmdols
a9M9dmsgom Phanteon, mmdgmogs domosh fosgogli MacOS X. gls aomgdmsgo
©39371d6907emos Gnome 3-8y, 3oamsd dsolsdo 7339 oMol Bydsemdom sMols yggws
3503900, 853¢30M35MdS, GobxMgdols 45M9abmos, 930330900l conbhgdo.

6. DEBIAN - LgMggMols y39eadg Lgodoergydo wolsgModyngogo.
4398y Ligodom @oligModgogoe 0mgmgds omemgds Debian, dolo mgooswydo
93mBogmmMgdo d90(3039b dggwo IMmamsedgdols ggmliogols, Hmdgdag 9339 043bgb JoMasw
©5§glEowo o yggems dgsemds dolsdo 1339 Iglfmmgogmos. gls @oligModygogo - dowosb
89303990900 LgMggmols @olgModygogolmgols. 0bggmbgedo LgmMggmgools 1dg9gglimos -
d7domdgb debian-3g

7. LUBUNTU - ory gogdgo dggemo Ligligo 3mddonggio, @osygbgo lubuntu s ogggb ogdbgdom
Lolinsdmgbme as 33039070, Mo doemg 0379dsg90l mdsgbo 3md307e 9ol
Bogg eolsgModygogols 5dm3obss - Jolsgls Logmsbeng dggen dmfymdommmosls. JogmMod gls oM
60dbogls 0dsls, B3 ©Igg9M0 oligM0d7E03900 Jbrs oymls 45dmygbgomo Ibmmme
4399079 dm{ymooemdgody. oy mdggbogols Ibodgbgenmgabos Loliggdols Lfimsgo dydomds,
04396 3980de050 85dmoygbmm Bogg @oligModygedo mobsdgemmgy 3mddogggtolimgols.

8. MANJARO - @oligtModygogo GHmdgmogg 0dgbls 3mdgesmmosls
dm@m fegools gobdsgenmdsdo Distrowatch Ligogoligoom o Jmdeommdsls 0dgbls
coligModngogo Manjaro. gl eolig@odygoge @ssmligdnmos ArchLinux-8g, dogmsed mogolo
93mdoligsb asblibgoggdom, o sMols Idggbogto aMsgogemo 0bligomsgmmo,
©0bligomomgdols dgdga mdqb Joo@gdm Brycmymaoc m3gmoigoge boliggdols, HmIgemo
385@ss 0d7ydomls @qlszgmdols 4oMgdmsgolimasb.

9b eoligM0d7g03900ls Ibmeme oM bofowmos, o7 mdggb wsnbggmglicom, d5dob dgdegado hggb
Ima0gzgoom liNUX @oligModygoggdols glogd, MHmAwgdo 37domdgb dggm @ Liglig 3m3oyegmgddy,
HmIgdlog dg0dwgds gohgdmo Igmmyg Logmbeng. LiNux - gls s6ols sbaeno Loobggmglim
J9ls8degoenmdgools Lodgsmm, gaslim, ligdgm glegmombm, 14o9mogo dmIsmmggdols dmby).
aoligMggdm [omdoggogols, 39amomgom s ot wsgsgolyegm woggomsodmm, bggb jo
89353Md9@gdm 0gggbmgols Loobggmglicm s Lolemaqgommm obgmmdsools Imfmwgoslks.

ENGLISH
The most favorite linux distribution among hackers and security testers.

Hi friends, today we want to tell you about linux. At first, this system may seem complicated
and inaccessible for understanding. However, most of us face it daily, not knowing about it.



Linux is an operating system whose kernel is distributed free of charge. It consists of a
system kernel and a set of small programs interacting with this kernel. Based on this kernel,
the Android operating system is built.

If you have an Android device, then you are already a Linux user. The operating system, of
course, is different, but it is built on the basis of the same core.

Based on this kernel, many cool Linux distributions have been created. And we will tell
about the most popular and interesting.

Also, buying a computer with Linux pre-installed is a great opportunity to get a reliable
system protected from viruses and save money.

We will start with the linux distribution kit that hackers love - for the huge number of

programs for hacking and searching for vulnerabilities

1.KALI LINUX - Designed for security testing.

Kali Linux has more than 600 preinstalled penetration testing programs, including
Armitage (graphical cyber attack management tool), nmap (port scanner), Wireshark
(traffic analyzer), password cracker John the Ripper, Aircrack-ng (software package for
testing wireless local networks), Burp Suite and OWASP ZAP web application security

scanner, and many others.

2.DEEPIN is a Linux distribution based on the popular Debian system. The creation of
Chinese developers should try at least because of the convenient set of software and
simple, understandable appearance of the desktop. Deepin is an incredibly beautiful and

modern distribution.

3.UBUNTU - The best distribution for the home. It is also considered the best system for
beginners, it is very easy to switch to it from Windows and MacOS.

Installation of programs and packages is extremely simple: a basic acquaintance - and you
will not feel inconvenience. For developers and programmers, ubuntu is attractive for its
stability and reliability.

4 LINUX MINT - Also a great and beautiful linux distribution for new Linux users.

Linux Mint comes with its own Cinnamon environment, which is more like Windows than
Gnome. There is a main menu, a bottom panel with windows and a tray, you can also add
widgets to your desktop and create shortcuts, it all works without additional settings. Another
plus Mint for beginners is that many drivers are supplied in the system by default and do not
require additional installation.

5.ELEMENTARY OS - based on Ubuntu and developed with Phanteon's own desktop
environment, which is very similar to MacOS X. This environment is based on Gnome 3, but



it already has all the necessary settings, transparency, appearance of windows, application
launcher.

6.DEBIAN - THE MOST STABLE DISTRIBUTION for the server. Debian is rightfully called
the most stable distribution, its official repositories contain old versions of programs that
have already been well tested and all errors in them have long been fixed. This distribution is
very common as a distribution for a server. And most of the servers in the Internet work
exactly on debian.

7.LUBUNTU must be set- If you have an old and weak computer - and you will be pleasantly
surprised by the speed of its work!

The task of lightweight distributions is to give life to old equipment. But this does not mean
that such distributions should be used only on old hardware. If the speed of the system is
very important to you, you can choose a lightweight distribution for the modern computer.

8.MANJARO - BECOMING POPULAR DISTRIBUTIVE

Over the past year, according to Distrowatch statistics, the Manjaro distribution kit has
become very popular. This distribution is based on ArchLinux, but unlike its parent, there is
an excellent graphical installer, after installation you get a full-fledged operating system,
ready to work with the desktop environment installed.

This is only a small part of distributions, if it is interesting then next time we will tell you about
linux distributions for very old and weak computers that can be given a second life. Linux is a
stunning world of interesting new features, free, super secure, with many options. Good luck
friends, subscribe to us, and we will continue to delight you with interesting and useful
information.



