3apascTBynTe, Apy3bs!

CerogHsawHAA Tema - KPUTNTOIMPADUA, Hayka o kogax, B3flomax v
wngopax. Y mbl paccmoTpum, noxanym, caMmblii rnaBHbIN U CaMbli
pacnpoOCTPaHEHHbIN B M1pe crnocob wnpoBaHus - KOTOpPbIn
Ha3blBaeTcss RSA. IMeHHO 3TOT cnocob WngpoBaHMA NEXUT B OCHOBE
COBPEMEHHOro nHtepHeTta. AIMEHHO OH 3aluuuiaeT OHNanH 6aHkn,
BGaHKOBCKME KapTbl U BCE CalTbl C agpecoMm, Ha4yMHaLWMMCA Ha
HTTPS://

Takne canTbl HAOEXHO 3aLUULLEHBI, 1 Jtobble JaHHble - KOTOpbIMU Bbl
oOMeHMBaeTeChb C TakKuMn canTaMmu - He MOryT ObITb NepexBaYveHbl
nocepennHe (Hanpumep, Bawmm nHTepHeT npoBanaepom). Ho camoe
MHTEePECHOE - YTO B OCHOBE 9TOr0 BCEMUPHOTO LUNGPOBAHUSA NEXUT
npocTas WKosibHaga 3agadvka ans 5-oro kracca. Kak Tofibko B HayanbHOU
LLUKOSEe AeTW Hay4aTCcs AeNUTb Yncna - OHM BbICTPO MONMYT - YTO €CTb
Takue Yncna, KoTopble HU Ha YTO He OensaTcs, KpoMme caMmnx cebs um
eaVHNUbI. DTN Y1Cna HasblBalOTCS “NpPocTble” B NPOTMBOBEC OObIYHBIM
yucnam - “CocTaBHbIM”.

Boratnunucna 2, 3,5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53,
59, 61,67,71,73,79, 83, 89, 97, 101, 103, 107, 109, 113, 127, 131,
137, 139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199,

NpoHus cyabbbl COCTOUT B TOM, YTO “NPOCTbIE” YNCNa Ha camMoM fene
caMbl€ CIOXHbl€ Ha CBETE U HAKOMY HE U3BECTHA TOYHas
3aKOHOMEPHOCTb UX pacrpeneneHnst cpeam Bcex ymcen.

A Tenepb 3agadka aons 5-oro knacca:

BO3bMEM 2 MPOCTbIX YNCSIa N NEePEMHOXUM X, Hanpumep 137 n 199
peLlueHune:

137*199=27263 - penaetcs aneMeHTapHo B cTonbuk 3a 1 onepauuto,
nog cuny ndomy 5-u KnacCHuUKY



A Tenepb 3agayka obpaTHas:

no 4Yncny 27263 HauTU Te UCXOOHbIE Yucra, U3 KOTOPbIX OHO
obpasoBaHo.

peLleHune:

9Ta 3afa4ya HeCoOn3MepnMO CroXXHee NepBon, BeAb AS1S ee peLlleHns
Hago nepebpaTb BCe BO3MOXHbIE AennTenn Yncna 27263 1 Ha Kaxgbln
N3 HUX caenaTb NOoNbITKY AeneHus. T.e. cHavana Hago nonpobosaTtb
nogennutb 27263 Ha 2, NOTOM Ha 3, NOTOM Ha 4 U T.A. A0 27262.

Kak Buaum - npamas 3agadka notpeboBarna 1 onepauunio yMHOXEHUS, a
obpaTHas TpebyeT 27261 onepauun geneHus.

McKyweHHbIN yuTaTensb 3amMeTuT, YTO 4OCTaTOYHO JOUTM BCEro NuLlb A0
NonoBuHbI - A0 Yncna 13631 B nonbiTKax AeneHnda, MaTteMaTUK CKaxxeTt
YTO JOCTAaTOYHO NMPOBEPUTHL 40 KOPHSA KBagpaTHOro u3 27263 - T.e. oo
165. Ho gaxke npu Takom packrnage 31o B 165 pa3 crioxxHee npsamon
3agadvkun 5-oro knacca.

Ho nsHavanbHO Mbl MOrniM 6paTb He 3-X 3HaYHble NPOCThbIE Yncna, a
ckaxkeM 100 3Ha4Hble npocTble (Yncna co 100 ymdppamn) - n Torga
obpaTtHad 3agaya gaxe ond matemaTuka ¢ ero KBagpaTHbIM KOpHEM
6bina 66l cnoxHee yxe B 100 3Ha4HOe yucno pas (B 1 u 100 Hynewn
pa3)!!! N nepebpatb 1 n 100 Hynen NONbITOK AeNeHUss HEMbICITUMO Jaxe
AJ1 CaMOoro MOLLHOro cynepkomnbioTepa.

CoobLeHNs B MHTEpHEeTe WNdpyTCs 3a OONW CeKyHObl, NepeMHOoXasi
rMraHTCKMe NpoCTble Yncha - HO Bce-Taku Bcero 3a 1 onepauuto. A ans
paclngpoBku TpebyeTcs MO0 OrPOMHOMY COCTaBHOMY YMCHNY Y3HaTb €ro
NPOCTblE€ KOMMOHEHTLI. M KONNM4YeCcTBO onepaumnii, HY>XHbIX 41s 3TOro,
npeBbllIaeT Bo3pacT BceneHHoNM B cekyHaax.

HukTO He ymeeT BbICTPO packnagbiBaTb YMcna Ha NPOCTble MHOXUTENMW.
HukTo He npnayman 6bicTporo cnocoba pelwnTb 3a4auky YPOBHSA 5-1
KnaccHuka. Ml 3agada ata octaeTcsa HepELLEHHOM yxe bonee 2-X Tbicsy
neT Co BPEMEH APEBHUX MPEKOB.



Ha Tom cTouT Kpuntorpadus B UHTEPHETE.

Cospartenu anroputma wudposaHns RSA ¢ MOMeEHTa ero co3gaHus B
1970 1 NO HACTOALLNM MOMEHT - 3TO rpynna u3 HECKONbKNX
MaTeMaTUKOB U3 OOQHOro N3 aMepuKaHCcKuUX yHnsepcuteto. C MOMeEHTa
CcO3[aHus anropMTMa B Ka4ecTBe NaTeHTa 3a UCMNOfb30BaHNS OHU
nonydatroT 1 Mnpg 4onnapos B rof. ATO NpUMep TOro, Kak MmatemaTuka u
nporpammMmpoBaHne camu no cebe MoryT NPUHOCUTb OFPOMHbIE OEHbLIN.

B Hawewn wkose Mbl Hay4nm Bac He TOSIbKO NporpaMmmMmpoBaTh, HO U
MCNonNb3oBaTb MaTeEMaTUKY ONA NPpUAAHUA pearibHOro CMbicria Taknum
draHTaCTU4ECKMM 3aKOHOMEPHOCTAM Hallero Mupa, Kak npocTble Ynucna.
Cama npupoga nopoauna Takme youBuUTeSbHbIE 3aKOHbI -
3anporpamMmmMmpoBaB KOTopble Bbl He TonbKo 3apaboTaeTe MHOMoO AeHer,
HO U CMOXEeTe U3MEHUTb MUP.
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Hello, everyone!

Today's topic is CRYPTOGRAPHY, the science about codes, hacks and
ciphers. We consider, perhaps, the most important and most common
encryption method in the world - which is called RSA.

This method of encryption is the basis of the modern Internet. It is what
protects online banks, bank cards and all the sites with an address
starting with https: //

Such sites are securely protected, and any data - that you exchange with
such sites - can not be intercepted in the middle (for example, by your
Internet provider). But the most interesting thing is that the basis of

this world-wide encryption is a simple school task for the 5th grade
pupils. As soon as in elementary school, children will learn how to divide
numbers — they will quickly understand that there are numbers that are
not divided by anything except themselves and one. These numbers are
called "prime" numbers as opposed to "compound” numbers.

These numbers are: 2, 3, 5,7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47,
53, 59, 61, 67,71, 73, 79, 83, 89, 97, 101, 103, 107, 109, 113, 127, 131,
137, 139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199, ....

The irony of fate is that in fact the "prime" numbers are the most
complex in the world and nobody knows the exact pattern of their
distribution among all numbers.

The problem for 5th grade pupils is given here:

We just take 2 prime numbers and multiply them, let them be 137 and
199

The solution of this problem is: 137 * 199 = 27263 - the result of this
expression is computed easily using only 1 operation,

all 5th grade pupils are capable to solve that

At this time we reverse the problem mentioned above:
Find two numbers whose result of multiplication is number 27263



The solution is:

This task in comparison with previous one is more difficult to solve,
because it is necessary to take all possible divisors of the number 27263
and perform operation of division. At the first step we must try to divide
the number 27263 by 2, then by 3, then by 4, till 27262.

As you can see, the direct problem requires 1 operation of multiplication,
and the reverse one requires 27261.

The sophisticated reader will notice that it is enough to reach only half -
to the number 13631 in the attempts of division, the mathematician will
say that it is enough to check to the square root of 27263 - i.e. to 165.
But even in this situation, it is 165 times more difficult than the direct
problem of the 5th grade.

But initially we could take not 3-digit prime numbers, but let's say
100-digit prime numbers (numbers with 100 digits) - and then the inverse
problem even for a mathematician with its square root would be more
difficult even 100-digit number times (1 and 100 zeros once) !!! And
going through 1 and 100 zero division attempts is unthinkable even for
the most powerful supercomputer.

Messages on the Internet are encrypted in a fraction of a second,
multiplying giant prime numbers - but still in just 1 operation. And for
decryption it is required to learn its simple components by a huge
composite number.

And the number of operations needed for this is greater than the age of
the Universe in seconds.

No one can quickly decompose numbers into prime factors. No one
came up with a quick way to solve a 5th grade level puzzle. And this task
remains unresolved for more than two thousand years since the time of
the ancient Greeks.

On that there is standing a cryptography in the Internet.



The creators of the RSA encryption algorithm from 1970 to the present
time are a group of several mathematicians from an American university.
Since this time the creators earn USD 1 billion a year by permitting to
use their cryptographic algorithm worldwide. This is an example of how
mathematics and programming together can help us to make a lot of
money.

In our school we will teach you not only to code programs of any
complexity, but also to use mathematics to give real meaning to such
fantastic laws of our world like "prime" numbers. Nature itself has
generated such amazing laws - that by programming them you will not
only earn a lot of money, but will also be capable to change the entire
world.



