AbcontoTHoe WwndpoBaHme (ogHOpa3oBble BNOKHOTHI)
[MpuBeT, Oopy3bs!

CerogHs peyb CHoBa nomnaeT o Kpuntorpadpuun. Tonbko Tenepb Mbl Bam
pacckaxeM To - yTo Bac nouctuHe yansut. Kak Bel aymaeTe - nobown nu
Ha cBeTe Wndp MOXHO B3riloMaTb?

BoT, Hanpumep, BO3bMEM 13 MPOLUSbIX CTaTEN 3HAMEHUTLIN METOL
lwndgposaHmna RSA, obecneunatromnimm 6€30nacHOCTbL BCEro UHTEPHETA.
[1ns B3noma oH TpebyeT NPOCTO KOCMUYECKNX BbIYNCITUTESNBbHbIX
MOLLIHOCTEN - N BCEe-Takm TEOPETUYECKN B3NIOMaTb €ro MOXHO 3a OYEHb
ponroe Bpems. OcobeHHO ecnu noan n3odpeTyT KBAHTOBLIE
KOMMbIOTEPLI - 0ObnagatoLme NnoYTn HeorpaHMYEHHOW BbIYUCIIUTENBHOW
MOLLIHOCTbIO.

W BCce-Taku ecnv npeacTtaBuTb, YTO KBAHTOBbIE KOMMbIOTEPbLI CO34aHbl U
Bbl4MCNUTENBHbIE MOLHOCTU CTaHYT 6ECKOHEYHbIMW - OCTAHETCH NN
XOTb OOWH cnocob No-npexHeMy HageXHo WwngpoBaTb MHpOpMaLNIO?

OTBeT - ga, Takon cnocob ectb. Y Ha3biBaeTcsa oH - AbcontoTHoe
wndpposaHne nnn OgHopasosble BNokHOTEI. M 4TO yaAMBUTENLHO - OH
ewe npowe yem RSA. INoHATb ero MoXeT gaxe YYeHUK HayanbHOW
LLKONbI.

PaccmoTpum cnegyouyo cxemy (B KOHLE Yncen B ckobkax Hanvwem
OCTaTKU OT AeNeHns Ha 2: TaK y HeYeTHbIX YMcen OCTaToK Npu AeneHnu
Ha 2 = 1, y YeTHbIX Yncen = 0)

yeTHoe (0) + 4yeTHoe (0) = yeTHoe (0), npumep 4+6=10
HeyeTHoe (1) + HeyeTHoe (1) = yeTHOoe (0), npumep 3+7=10
HeveTHoe (1) + YeTHoe (0) = HeyeTHOEe (1), Npumep 3+6=9
yeTHoe (0) + He4eTHoe (1)= HedeTHoe (1), Nnpumep 6+3=9

[Mony4aeTcsa Takas apupmMeTnKka CNnoXeHUs OCTaTKoB OT AeneHus Ha 2:



0+0=0
1+1=0
1+0=1
0+1=1

Tenepb npeacrTaBuMm, YTO Hawle coobLieHne, KOTOPOoe Mbl XOTUM
3awmdppoBaTb 1 nepenatb - coctout 13 0 1 1, Hanpumep Takoe

011101001 -9aTo ucxogHoe coobLleHne

[ns 3awmndpoBKM BO3bMEM CrnyvanHbin Habop O 1 1, paBHbIN NO ANIMHE
LndppyeMomMy coobLLEHNIO - HA30BEM 3TOT HAabOp OAHOPa30BbLIN
ONOKHOT:

101101011 -3T10 6NOKHOT

N coenaem no ctonbuam onepaumio CrioXkeHms B apudMeTmke OCTaTKoB
011 01001 -3T10o ucxogHoe coobLueHne
101 01011 -23T0 BNOKHOT

110 00010 - 310 3awmdpoBaHHOE coobLleHNe.

A Tenepb BHUMaHME - Kak No 3TOMY COOBLLEHNE MOXHO Y3HaTb, Kakoe
coobuieHne Bbino ncxogHeiM? OTBeT - HUKak!!! - ecnn y Bac HeT
OA4HOPa30BOro BOKHOTA.

[enctBntenbHo, B NepBon No3nummn 3amndpoBaHHOro coobLLEeHNS
cTouT 1, U3 4ero oHa Morna nony4YnTbCa B UCXogHOM coobueHnmn? N3 0,
ecnu B 6rnokHoTe 6bina 1 (kak B nepsom ctonbue). 3 1, ecnn B
6rnokHoTe 6b1n1 0 (kak BO 2-M cTonbue)

B TpeTben nosmumnmn 3awmppoBaHHoOro coobuieHns ctout 0, n3 4ero oH
MOT NOSTy4YNTLCSA B UCXO4HOM coobLieHnn? U3 1, ecnn B 6rnokHoTe bbinia
1 (kak B 3-m ctonbue). N3 0, ecnu B 6rnokHoTe 66151 0 (Kak BO 4-M
cTtonbue)



To ecTb ewle pas - B 3awiMdpoBaHHOM coobLieHnn 0 Mor nony4nTbes n3a
yero yrogHo (13 0 nnu 1 B ucxogHom coobLieHnn) - Bce 3aBUCUT OT
6rokHoTa, n 1 Morna nony4YnTbes U3 Yero yrogHo (3 0 unm 1 B
MCXO4HOM coobLeHNN) - BCe 3aBUCUT OT BIIOKHOTa

T.e. npoobpasom 3awmndpoBaHHOro coobLLeHnss Mor 6bITb abCOMTHO
nodon Habop 0 n 1 - B KOTOPOM Morna bbITh 3awmMdpoBaHa abCconoTHO
nobas nHdpopmauma! 3To B paBHOW Mepe Mornun 6biTb Kak
CBEpPXCEKPETHbIE JaHHbIE, TaK U CTUXU 3HAMEHUTOro NoaTa.

UTobbl pacwmndpoBaTtb coobLIEHME - HAAO caenaTb BCe HA0bOPOT - K
3aWndpoBaHHOMY COOBLLEHMIO CHOBA NMPUMEHUTL O4AHOPA30BbIN
BMOKHOT - U NONY4YMUTCA NCXOQHOE coobLieHme:

110 00010 - 310 3awmdpoBaHHOe coobLleHNe.
101 01011 -93T10 BNOKHOT

011 01001 -3T10o ucxogHoe coobLueHne

OT0T cnocob WwnpoBaHMs HEBO3MOXHO B3IOMaTb HUKaK, ECIN HE
NMETb LUNAPYIOLLLErO M TOrO Xe camoro aewmdpyrowero 6nokHoTa.
BnoKHOTBI Ha3bIBaOTCSA OQHOPA30BbLIMK, NOTOMY Kak B Lensax
6e30nacHOCTM pekoMeHAyeTCa A5l KaX4oro HOBOro coobLeHus
NCNonb30BaTb HOBLIN BOKHOT.

Tak noyemy xe Torga B LWUMPPOBAHUM NHTEPHETA NPUMEHSAIT RSA?
OpaHa 13 OCHOBHbIX MPUYKH - 3TO TO, YTO BNOKHOTLI JOMKHbI ObITb
TakUMW e ANIMHHBIMU, KaK lWnudpyemMble coobLeHnda. 1o BedeT K
nepepacxony Tpaduka. B 1o Bpema kak B RSA gaxe 100 3HayHble
NPOCTblE YMCa OTHOCUTESTbHO Marsibl B CPaBHEHUN C TUraHTCKUMU
obbemamun Tpauka nepegaBaemoro B MHTepHeTe. U kpome Toro,
abconTHOE WNpoBaHNE - 3TO CUMMETPUYHOE LLIMGPOBAHME - OANH U
TOT e BSIOKHOT (KNtY) NCMNONb3yeTcs Kak Ans LWNMPOBKKU - Tak U ong
aewmndpoBkn coodblleHnsa. RSA - 3To peakui npumep acCMMeTPUYHOro
LWNdpoBaHNA - Tae KNioYKn LWNPOBKN U AelNdPOBKM - pasHble - U 3TO
adopekTnBHee. Ho aTO TemMa Onda oTAesbHbIX CTaTEeN.



N Tem He MeHee - BCe 3TN HMKaK He ymanseT Toro gpakra, 4to
coobuleHus, 3awmdpoBaHHbie 04HOPAa30BbLIMU DNOKHOTAMM -
paclumgpoBaTb HEBO3MOXHO B npuHumne. Ckosb 6bl MOLLHbIMY
KOMMbloTepaMun Bbl HXU NONb30BanuCh.
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Absolute encryption (one-time notepads)
Hello friends!

Today we will talk again about cryptography. But now we will tell you
something that truly surprises you. Do you think that any cipher in the
world can be hacked?

Here, for example, take from past articles the famous RSA encryption
method that ensures the security of the entire Internet. For hacking, it
just requires space computing power - and yet, theoretically, it can be
hacked in a very long time. Especially if people invent quantum
computers - with almost unlimited computing power.

And yet, if you imagine that quantum computers are created and the
computing power becomes infinite - will there be at least one way to still
securely encrypt information?

The answer is yes, there is such a way. And it is called Absolute
Encryption or one-time Notepads. And surprisingly, it is even easier than
RSA. Even an elementary school student can understand it.

Consider the following scheme (at the end of the numbers in brackets
we write the remainder of division by 2: so for odd numbers, the
remainder when divided by 2 = 1, for even numbers = 0)

even (0) + even (0) = even (0), example 4 + 6 = 10
odd (1) + odd (1) = even (0), example 3 +7 =10
odd (1) + even (0) = odd (1), example 3+ 6 =9
even (0) + odd (1) = odd (1), example6 + 3=9

It turns out this arithmetic of addition of residues from division by 2:
0+0=0
1+1=0
1+0=1



0+1=1

Now imagine that our message that we want to encrypt and transmit -
consists of 0 and 1, for example

011101001 -thisis the original message

To encrypt take a random set of 0 and 1, equal in length
encrypted message - we will call this set a one-time notepad:
101101011 -thisis a one-time notepad

And make the addition operation in columns in the arithmetic of the
residuals

011 01001 -this is the original message

101 01011 -this is a one-time notepad

110 00010-This is an encrypted message.

And now attention - how can you find out about this message, which
message was the original one? The answer is no way !!! - If you do not
have a one-time notepad.

Indeed, in the first position of the encrypted message is 1, from which it
could come in the original message? From O, if the notebad was 1 (as in
the first column). From 1, if the notepad was 0 (as in the 2nd column)

In the third position of the encrypted message is 0, from which it could
turn out in the original message? From 1, if the notepad was 1 (as in the
3rd column). From 0, if the notepad was 0 (as in the 4th column)

That is, once again - in an encrypted message, 0 could come out of
anything (from O or 1 in the original message) - it all depends on the
notepad, and 1 could come out of anything (from 0 or 1 in the original
message) - everything depends on the notepad



That is absolutely any set of 0 and 1 could be a prototype of an
encrypted message - in which absolutely any information could be
encrypted! It could be equally as top-secret data, and poems of the
famous poet.

To decrypt a message — you must do the opposite — again, apply a
one-time notepad to the encrypted message — and you’ll get the original
message:

110 000 10-This is an encrypted message.
101 01011 -thisis aone-time notepad

011 01001 -this is the original message

This encryption method is impossible to crack in any way, if you do not
have an encrypting and the same decrypting notepad.

Notepads are called one-time, because for security purposes it is
recommended to use a new notepad for each new message.

So why, then, use RSA in Internet encryption? One of the main reasons
is that notepads should be as long as encrypted messages. This leads to
traffic overspending. While in RSA, even 100-digit prime numbers are
relatively small compared to the huge amounts of traffic transmitted on
the Internet. And besides, absolute encryption is symmetric encryption -
the same notepad (key) is used for both encryption and decryption of a
message. RSA is a rare example of asymmetric encryption — where
encryption and decryption keys are different — and this is more efficient.
But this is a topic for individual articles.

And nevertheless - all these in no way detract from the fact that
messages encrypted with one-time notepads cannot be decrypted in
principle. No matter how powerful computers you use.



